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DEFENDANTS

COMPLAINT

COMES NOW, the State of Arkansas, ex rel. Tim Griffin, Attorney General (“the State™),
for its Complaint against TikTok Inc., TikTok Pte. Ltd., ByteDance Inc., and ByteDance Ltd.

(“Defendants”) and states the following:

L. INTRODUCTION

13 This is a consumer protection action brought to redress and restrain violations of
the Arkansas Deceptive Trade Practices Act ("ADTPA™), Ark. Code Ann. § 4-88-101, et seq..
under which the State seeks an order for an injunction, imposing civil penalties, restitution, and
other equitable relief the State is entitled to against Defendants.

- TikTok says its platform is all about “making space for joy.”' But the more TikTok
videos consumers view, and the more content that they share, the more highly sensitive data

TikTok learns about them—their interests, their locations, the types of phones they have, the apps

' What's Next 2023 Trend Report, TIKTOK (Dec. 19, 2022), https:/bit.ly/3Jrppj9.



on their phones, who their contacts are, the content they create, their facial features, their voice
prints, and even “where [their] eyes are looking on [their] phone[s].”

3. While TikTok vacuums up reams of this highly sensitive and personal information
about Arkansas consumers, it deceives and misleads them about the risks the app routinely poses
to their data.

4. TikTok and its algorithm are owned by ByteDance Ltd., a Chinese company subject
to Chinese law, including laws that mandate secret cooperation with intelligence activities of the
People’s Republic of China (*PRC” or “China™).

3y The Chinese Government and Communist Party have a demonstrated interest in
“leveraging private sector data — including foreign data and that of firms like ByteDance — to grow
its stores and become the world’s most data-rich power.” China can use TikTok user data to spy
on, blackmail, and coerce TikTok users, serve them propaganda, further develop China’s artificial
intelligence capabilities, or for any number of other purposes that serve China’s national security
and economic interests, at the expense of Arkansas consumers.! China applies its laws as the
Chinese Communist Party sees fit—whenever and wherever it sees fit—and there is no meaningful
recourse for any individual or any company to refuse its demands.

6. China’s data and cybersecurity regimes are not about privacy, they are about

control. Thanks to a wave of recent Chinese national security, cybersecurity, and data security

laws and regulations, “[t]here will be no secrets. No VPNs. No private or encrypted messages. No

> A. Thomas, Cotton issues TikTok warning, cites national security concerns, N'W. ARK. DEMOCRAT
GAZETTE (Nov. 22, 2022), https://bit.ly/3H202qu.

3 Rachel Lee, et al., TikTok, ByteDance, and their ties to the Chinese Communist Party, at 23, SENATE
SELECT COMMITTEE ON FOREIGN INTERFERENCE THROUGH SOCIAL MEDIA (Mar. 14, 2023).

* Id.; Marco Rubio & Mike Gallagher, Op-Ed: TikTok, time's up. The app should be banned in America, THE
WASH. PoST (Nov. 10, 2022), https://wapo.st/3uglyjq; MEM. FROM JOHN K. COSTELLO, DEPUTY ASSISTANT SEC'Y
FOR INTEL. & SEC., OFF. OF INTEL. & SEC., THROUGH ROB BLAIR, DIRECTOR, OFF. OF POL’Y & STRATEGIC PLAN., TO
THE SEC’Y, U.S. DEP'T OF COMMERCE, PROPOSED PROHIBITED TRANSACTIONS RELATED TO TIKTOK PURSUANT TO
EXECUTIVE ORDER 13942, at 2 (Sept. 17, 2020), https:/bit.ly/3VI1Vt9 (“*Commerce Department Memorandum™).
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anonymous online accounts. No trade secrets. No confidential data. Any and all data will be
available and open to the Chinese government.”

i TikTok tells Arkansas consumers that their data is protected by comprehensive
company protocols and practices, including rigid access controls managed by a U.S.-based security
team. TikTok says it has never given the Chinese Government access to that data, and that it never
would. TikTok says that none of this data is subject to Chinese law, and that Chinese law has
nothing to do with TikTok. TikTok bends over backwards to downplay its involvement with its
Chinese parent company and the “China association.”

8. TikTok’s public statements and omissions paint a picture for Arkansas consumers
that there is minimal risk of the Chinese Government and/or Communist Party, which controls the
government, accessing and exploiting their data.” These statements are false, deceptive, and
misleading.

9. The highly sensitive data that TikTok collects from Arkansas consumers is
accessible by individuals and entities subject to Chinese law and China’s oppressive regime,
including but not limited to laws requiring cooperation with China’s national intelligence
institutions and cybersecurity regulators. Chinese State and Communist Party officials have

interpreted Chinese law as applying to any data in which China has a national intelligence or

security interest, no matter where the data is located.

5 The China Law Blog, China Cybersecurity: No Place to Hide, HARRIS BRICKEN (Oct. 11, 2020),
https:/bit.ly/3E2Gzkm.

& Chinese Communist Party, BRITANNICA (Oct. 24, 2022), https://bit.ly/3haNejG; see¢ also CONST. OF THE
PEOPLE’S REPUBLIC OF CHINA, pmbl. (Nov. 20, 2019), https:/bit.ly/3FERSLD (*We the Chinese people of all ethnic
groups will continue, under the leadership of the Communist Party of China and the guidance of Marxism-Leninism,
Mao Zedong Thought, Deng Xiaoping Theory, the Theory of Three Represents, the Scientific Outlook on
Development and Xi Jinping Thought on Socialism with Chinese Characteristics for a New Era, to uphold the people’s
democratic dictatorship . .. .").



10. Further, recent and current versions of TikTok’s privacy policy state that it may
share all the data it collects with its parent company, ByteDance, “or other affiliate of our corporate
group,” and that “certain entities within our corporate group,”” many of whom who are subject to
Chinese law, have access to U.S. data.

I1.  TikTok has stored U.S. user data, including Arkansas consumers’ data, on servers
owned and operated and/or hosted by Chinese companies subject to Chinese law.

12, TikTok also misleads Arkansas consumers by failing to disclose specifically in its
U.S. privacy policy that its parent company, ByteDance, or certain other affiliates of its corporate
group, are located in China.

13.  This omission is unconscionable and deceptive to Arkansas consumers, who cannot
know when they read and consent to the privacy policy the truth that their data may be shared with
individuals and entities subject to Chinese laws.

14, TikTok’s omission of China in its U.S. privacy policy, the link to which is included
in TikTok’s pages on the App Store and Google Play Store, is also unconscionable and deceptive
to Arkansas consumers, because it does not comply with Apple’s or Google’s requirements for
application developers to be transparent with how and where users’ data is used and accessed.

15.  TikTok also deceives Arkansas consumers about the level of influence and control
exercised by its parent company, ByteDance, over TikTok and its operations.

16.  TikTok claims its independence from ByteDance through various means, but
evidence shows that ByteDance exercises significant influence and control over TikTok.

17. ByteDance’s influence and control over TikTok is significant because ByteDance

cooperates closely with, and is influenced by, the Chinese Government and Communist Party.

" TikTok Privacy Policy, TIKTOK (last updated Mar. 21, 2023), https://bit.ly/3fsbUnd.
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18.  Thus, in addition to denying the application of Chinese law to TikTok’s U.S. user
data. including Arkansas consumers’ data, TikTok also downplays the influence and pressure that
the Chinese Communist Party may bring to bear on entities and individuals subject to Chinese law
who have access to that data, further placing the data at risk.

19.  TikTok thus routinely exposes Arkansas consumers’ data, without their knowledge,
to access and exploitation by the Chinese Government and Communist Party.

20.  The Chinese Government and Communist Party have demonstrated the intent and

% and to investigate, surveil, harass, and intimidate

willingness to deceive public institutions,
individuals outside of China, including in the United States.”

21.  TikTok’s parent company, ByteDance, has admitted to using data gathered through
TikTok to surveil Americans.'’

22.  Arkansas Governor Sarah Huckabee Sanders declared in the State’s Executive
Order 23-06 on January 10, 2023: “It is the position of this administration to undertake strong and
prudent measures to protect the information and communications systems used by state entities,
public primary and secondary schools, cities and counties, and public safety organizations from

harm to prevent both unauthorized access and exploitation of the critical data stored within and

traveling through those systems.”'!

8 Compl., United States v. Simon Saw-Teong Ang, No. 5:20-MJ-5006 (W.D. Ark. May 8§, 2020), ECF No. 1;
Bill Bowden & Jaime Adame, Ex-UA professor sentenced to year in prison for lying about Chinese patents, ARK.
DEMOCRAT GAZETTE (June 17, 2022), https://bit.ly/3FdgCyL.

? Compl., United States v. Fan “Frank" Liu, et al., No. 22-MJ-257 (E.D.N.Y. Mar. 9, 2022), ECF No. I,
https://bit.ly/3ulEw5a.

19°C. Duffy, TikTok confirms that journalists' data was accessed by employees of its parent company, CNN
(Dec. 22, 2022), https://enn.it/3T7aY75; C. Kang, ByteDance Inquiry Finds Employees Obtained User Data of 2
Journalists, N.Y. TIMES (Dec. 22, 2022), https://nyti.ms/4209Ful; E. Baker-White, Exclusive: 1ikTok Spied on Forbes
Journalists, FORBES (Dec. 22, 2022), https:/bit.ly/3T2DWoB.

" Ark. Exec. Order No. 23-06, Executive Order to Protect State Information and Communications
Technology from the Influence of Adversarial Foreign Government, GOv. SHS (Jan. 10, 2023), https://bit.ly/3k WIIMS5
(*AR EO 23-06").



23.  Assuch, and in recognition of the clear threat posed by TikTok and ByteDance to
the State of Arkansas, Governor Sarah Huckabee Sanders prohibited “the installation of,
connection to, or use of TikTok on any state network or state-issued information or
communications technology device.”'?

24. The State of Arkansas likewise has a responsibility to protect a/l consumers in this
State from TikTok’s and ByteDance’s deception. TikTok is a wolf in sheep’s clothing. As long as
TikTok is permitted to deceive and mislead Arkansas consumers about the risks to their data, those
consumers and their privacy are easy prey.

25.  The State of Arkansas seecks a permanent injunction to compel TikTok to cease its
false and deceptive statements and omissions about the risk of access to and exploitation of
consumers’ content and data by the Chinese Government and/or Communist Party.

26.  The State of Arkansas seeks an order compelling TikTok to remove and destroy all
data and content collected from Arkansas consumers based on TikTok’s unconscionable, false,
and deceptive acts and practices.

27.  The State of Arkansas further seeks civil penalties in light of TikTok’s
unconscionable, false, and deceptive conduct, which has harmed and continues to harm Arkansas
consumers.

28. For compensation for services to investigate and prosecute Defendants’ violations
of the ADTPA, the Attorney General is also entitled to all expenses reasonably incurred in the
investigation and prosecution of this suit, including, but not limited to, expenses for expert
witnesses, attorney’s fees, and costs. Ark. Code Ann. § 4-88-113(e).

29, The State of Arkansas demands a jury trial.

12.1d.



IL. JURISDICTION AND VENUE

30.  This Court has jurisdiction over this matter under Ark. Code Ann. § 4-88-104 and
the common law of the State of Arkansas.

31. Defendants operate a social media application and platform that has transacted
business in the State of Arkansas within the applicable statute of limitations. This Court has
personal jurisdiction over Defendants under Ark. Code Ann. § 16-4-101. Defendants have availed
themselves of the benefit of transacting business in Arkansas by the marketing, sale, and operation
of a well-known social media and advertising network.

32. Venue is proper under Ark. Code Ann. §§ 4-88-104, 4-88-112, and the common
law of the State of Arkansas.

33.  Ark. Code Ann. § 4-88-104 empowers the Attorney General “to file an action . . .
for civil enforcement” of the ADTPA. /d.

34.  Specifically, the Attorney General is authorized to seek “an injunction prohibiting
any person from engaging in any deceptive or unlawful practice,” id., or any “such orders or
judgments as may be necessary to . . . [p]revent the use or employment . . . of any prohibited
practices,” Ark. Code Ann. § 4-88-113(a)(1).

35. The Attorney General is also empowered to seek restitution, damages, and civil
penalties, not to exceed $10,000 for each violation of the ADTPA. Ark. Code Ann. §§ 4-88-104
and 4-88-113(a)(2)(A).(3).

36.  Accordingly, this Court has jurisdiction to hear this dispute and is further authorized
to award “all expenses reasonably incurred in the investigation and prosecution of [this] suit[],
including, but not limited to, expenses for expert witnesses™ and “attorney’s fees and costs.” Ark.

Code Ann. § 4-88-113(e).



37.  “Neither the State of Arkansas, its officers, nor its agencies are required to give
security” for the payment of costs and damages for any party wrongfully enjoined. Ark. R. Civ. P.
65(c).

III. PARTIES

38. Plaintiff is the State of Arkansas, ex rel. Tim Griffin, Attorney General. Pursuant
to Ark. Code Ann. §§ 4-88-104 and 4-88-113, the State may seek civil enforcement of the ADTPA.

39, Defendant TikTok Inc. is a for-profit entity incorporated in the State of California,
which operates a social media application and platform known as “TikTok.” TikTok Inc. is
headquartered at 5800 Bristol Pkwy, Culver City, CA, 90230-6696. TikTok Inc. has a valuation
of at least $50-75 billion. TikTok Inc. made nearly $4 billion in revenue in 2021 and an estimated
$10-12 billion in 2022.

40. Defendant TikTok Pte. Ltd is a related corporate entity, which is headquartered at
8 Marina View, #43-00, Asia Square Tower 1, Singapore 018960. This related corporate entity is
nominally listed on the Apple App Store, Google Play Store, and Microsoft Store.

41. Defendant ByteDance Inc. is a for-profit entity incorporated in the State of
Delaware. ByteDance is headquartered at 250 Bryant St, Mountain View, CA, 94041.

42, Defendant ByteDance Ltd. is a multinational internet technology holding company
and is the parent company of TikTok Inc.. TikTok Pte. Ltd., and ByteDance Inc. ByteDance Ltd.
is headquartered in Room 503 5F, Building 2, 43 North Third Ring West Road, Beijing, 100086
China and registered in the Cayman Islands at C/O Vistra (Cayman) Limited, P. O. Box 31119,
Grand Pavilion, Hibiscus Way, 802 West Bay Road, Grand Cayman, KY 1 —1205. ByteDance Ltd.

is valued at more than $400 billion. ByteDance Ltd. reported $58 billion in revenue in 2021.



IV. FACTUAL ALLEGATIONS
a. What TikTok Is

43.  TikTok is a social media platform that centers on short videos created and uploaded
by users and often set to music. TikTok is available as an application to download on smartphones
and tablets, and most TikTok users interact with the platform through an application. Users can
download the TikTok application from the Apple App Store, the Google Play Store, or the
Microsoft Store. TikTok was the most downloaded app globally in 2022."

44.  TikTok users register and create a profile to access the platform. In doing so,
TikTok users answer a few questions about themselves and provide some user information,
including their birthdays and contact information.

45. When Arkansas consumers use the TikTok platform, Tik Tok automatically collects
their “IP address, geolocation-related data, unique device identifiers, browsing and search history
... and Cookies.”"

46.  TikTok also collects other information about users’ phones, including their “user
agent, mobile carrier, time zone settings, identifiers for advertising purposes, model of [their]
device, the device system, network type, device IDs, [their] screen resolution and operating
system, app and file names and types, keystroke patterns or rhythms, battery state, audio settings
and connected audio devices.”"”

47.  TikTok also collects users’ biometric information, including faceprints and

voiceprints.

3 D. Curry, Most Popular Apps (2023), BUSINESSOFAPPS (Feb. 28, 2023), https:/bit.ly/3ZVgGen.
" TikTok Privacy Policy, supra note 7, 8.
15 Id



48. TikTok tracks Arkansas consumers across their devices and across the internet.
Specifically, when users “log-in from multiple devices, [TikTok] will be able to use [their] profile
information to identify [their] activity across devices. [TikTok] may also associate [them] with
information collected from devices other than those [they] use to log-in to the Platform.” Further,
TikTok collects information from third-party websites like Cerebral, which admits to sending
health information of its patients to TikTok, and says that its,

service providers and business partners may link [users’] contact or account

information with [their] activity on and off [the TikTok] Platform across all [their]

devices, using [their] email or other log-in or device information. [TikTok’s]
service providers and business partners may use this information to display

advertisements on [the TikTok] Platform and elsewhere online and across [their]
devices tailored to [their] interests, preferences, and characteristics.'

49. If Arkansas consumers consent, TikTok also collects their phone’s contacts, precise
GPS location, and information from other social media accounts or login services if users link
them to TikTok or use them to sign up for TikTok.

50. A report from privacy researcher Felix Krause found that TikTok can collect
copious amounts of information about users who visit third-party websites through TikTok’s in-
app browser. Specifically, his report finds that TikTok injects JavaScript into these third-party
websites that allow TikTok to collect information about everything a user does on that website,
including “every keystroke” entered.'” The code thus allows TikTok to capture additional highly
personal information about consumers, including, but not limited to, passwords and credit card

information."®

'° Id; E. Roth, Cerebral admits to sharing patient data with Meta, TikTok, and Google, THE VERGE (Mar.
11, 2023), https://bit.ly/3ZIbOJw.

I7 Felix Krause, iOS Privacy: Announcing InAppBrowser.com - see what JavaScript commands get injected
through an in-app browser, FELIX KRAUSE (Aug. 18, 2022), https:/bit.ly/3Uve3wl.

18 Id
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51.  TikTok has been caught on more than one occasion evading statutes and rules
designed to protect users’ data. In 2019 TikTok, formerly known as Musical.ly, settled Federal
Trade Commission allegations that it violated the Children’s Online Privacy Protection Act.'” In
2020, the Wall Street Journal reported that Tik Tok violated Google policies by collecting Android
2320

users’ unique device identifiers to track them online “without allowing them to opt out.

b. TikTok Misleads Arkansas Consumers about the Risk of the Chinese Government
or Communist Party Accessing and Exploiting their Data

52.  TikTok misleads Arkansas consumers about the risk of the Chinese Government,
or the Chinese Communist Party which controls the Government, accessing and exploiting their
data.

53.  First, TikTok falsely states: “None of our data is subject to Chinese law.”'

54.  Second, TikTok downplays the influence and control exercised over it by its parent
company, ByteDance, while ByteDance is significantly influenced by, and cooperates closely
with, the Chinese Government and Communist Party.

55.  The combined purpose and effect of these statements is to paint a picture for
Arkansas consumers that their data is not at risk of access and exploitation by the Chinese
Government or Communist Party.

56.  On the contrary, and by TikTok’s own admission, although currently stored in the
United States and Singapore, U.S. user data, including Arkansas consumers’ data, can be and is
accessed by Chinese citizens, including individuals in China, working for a company based in

China, and founded and led by Chinese citizens, all of whom are subject to Chinese law.

19 Press Release, Video Social Networking App Musical.ly Agrees to Settle FTC Allegations That it Violated
Children's Privacy Law, FED. TRADE COMM’N (Feb. 27, 2019), https://bit.ly/3BdNYeN.

20 K. Poulsen & R. McMillan, TikTok Tracked User Data Using Tactic Banned by GGoogle, WSJ (Aug. 11,
2020), https://on.wsj.com/3F5nVaR.

2 Statement on TikTok's conteni moderation and data security practices, TIKTOK (Oct. 24, 2019),
https:/bit.ly/3hm2QRe.
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57.  TikTok’s recent and current versions of its privacy policy also permit TikTok to
share U.S. user data, including Arkansas consumers’ data, with its parent company, ByteDance,
or “other affiliate of our corporate group™ or “certain entities within our corporate group.”’
ByteDance and certain other affiliates of TikTok are located in China, and led by Chinese citizens
located in China, all of whom are subject to Chinese law. Further, at least one of those affiliates,
Beijing Douyin Information Service Limited, is partly owned by a Chinese State-owned enterprise,
which grants the Chinese Government and Communist Party significant influence over that entity.
In order to downplay the role and importance of this entity, ByteDance renamed this company
from “Beijing ByteDance Technology Limited,” its name since 2012, to its current name “Beijing
Douyin Information Service Limited in 2022."%

58.  Although TikTok states it is in the process of moving “protected” U.S. user data,
which includes Arkansas consumers’ data, to an Oracle cloud in the United States, it is not clear
what data will be deemed “protected.” TikTok also still currently and for some years has stored
that data on other systems in the U.S. and Singapore. At least until October 2020, some U.S. data
was stored on servers owned and operated by ByteDance, a company subject to Chinese law, and
pursuant to a contract with Alibaba, a company also subject to Chinese law.

59.  Chinese law requires Chinese citizens, and individuals and entities in China to
cooperate with national intelligence work undertaken by the Chinese Government and/or Chinese
Communist Party, and grants regulators broad authority to access private networks,

communication systems, and facilities to conduct invasive inspections and reviews.

2/d.
3 Alexei Oreskovic, ByteDance releases first public update to corporate structure since 2020, days before
U.S. lawmakers grill TikTok CEO about China ties, FORTUNE (Mar. 21, 2023), https://bit.ly/3zadTm8.
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60.  TikTok’s privacy policy applicable to U.S. users also fails to disclose to Arkansas
consumers that their data may be shared with entities and individuals in China who are subject to
Chinese law.

61.  TikTok’s privacy policy previously informed consumers that the individuals and
entities that it could share data with were located in China.

62.  According to public reporting, TikTok eliminated any reference to China from its
U.S. privacy policy sometime in 2019 or thereafter, even though the entities with which the policy
stated it may share Arkansas users’ data did not change location.?*

63.  TikTok has updated its Furopean privacy policy to clearly state that it permits
individuals outside of Europe, including China, to access European user data.?> TikTok has made
no such update to its U.S privacy policy, which applies to Arkansas consumers, explicitly
informing them that their data is accessed by individuals and entities in China.

64. By omitting this reference to China, TikTok is painting a false picture for Arkansas
consumers that, although their data could once be shared with individuals and entities in China
who are subject to Chinese law, that is no longer the case.

65. By omitting this reference to China, TikTok is also painting a false picture for
Arkansas consumers that it complies with Apple’s and Google’s requirements for application
developers to be available on the App Store and the Google Play Store. Pursuant to those
requirements, all application developers must provide consumers with complete and transparent
information about how and where their data is accessed and used. TikTok’s U.S. privacy policy

does not.

2 D. Carroll, fs TikTok a Chinese Cambridge Analytica data bomb waiting to explode?, QUARTZ (May 7,
2019), hitps://bit.ly/3zDuAqO.
¥ E. Fox, Sharing an Updale to Our Privacy Policy, TIKTOK (Nov. 2, 2022), https://bit.ly/3uivRAs.
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66. Further, contrary to TikTok’s public statements, TikTok’s parent company,
ByteDance, exerts significant influence and control over TikTok and its operations.

67. ByteDance is subject to significant influence by, and cooperates with. the Chinese
Government and Communist Party.

68. Whether by the operation of law or the influence of the Chinese Government and
Communist Party apparatus, or both, any data or information accessed by Chinese citizens or
individuals or entities within China, is subject to Chinese law and is at risk of access and
exploitation by the Government and/or Communist Party.

69. That risk is not speculative. It is based on straightforward readings of Chinese law,
assessments by a bipartisan array of U.S. government officials and agencies, and analysis by
experts familiar with, among other things, Chinese law and technology policy.

70.  TikTok’s public statements ignore or obfuscate this risk, misleading Arkansas
consumers about the ability of China’s Government and Communist Party to access and exploit
their sensitive personal information.

c. Chinese Law Requires Chinese Nationals and Individuals and Entities in China to

Cooperate with National Intelligence Activities and Grants the Chinese Government Broad
Authority to Access Private Networks, Communications, and Facilities

71.  Chinese law requires Chinese citizens, and individuals and organizations or entities
in China to cooperate with “national intelligence work™ and grants Chinese Government and
Communist Party officials broad, invasive authority to, among other things, access private
networks, communications systems, and facilities to conduct inspections and reviews. These laws
are broad, open-ended, and inscrutably applied. Moreover, there is no independent judiciary in
China that operates outside the control of the Chinese Communist Party. Thus, there is no

meaningful mechanism in China to resist these demands.



72.  Laws including, but not limited to, the National Security Law, Cybersecurity Law,
and National Intelligence Law are part of ““an interrelated package of national security, cyberspace,
and law enforcement legislation™ that “are aimed at strengthening the legal basis for China’s
security activities and requiring Chinese and foreign citizens, enterprises, and organizations to
cooperate with them.”?

73.  China’s National Security Law places “the responsibility and duty to safeguard
national security” on all “/c/itizens of the People's Republic of China, all State bodies and armed
forces, all political parties and people’s organizations, enterprises, undertakings, organizations and
all other social organizations.™’

74.  The National Intelligence Law expounds on this responsibility, requiring all
organizations and Chinese citizens to “cooperate with national intelligence efforts,” and permitting
national intelligence institutions to collect information, question organizations and individuals, and
take control of facilities and “communication[ ] tools.”**

75.  Specifically, the National Intelligence Law provides that “[a]ll organizations and

citizens shall support, assist, and cooperate with national intelligence efforts in accordance with

law, and shall protect national intelligence work secrets they are aware of.”*

26 M. Scot Tanner, Beijing’s New National Intelligence Law: From Defense to Offense, LAWFARE (July 20,
2017), https://bit.ly/3fX{B4A (referring to laws addressing “Counterespionage (2014), National Security (2015),
Counterterrorism (2015), Cybersecurity (2016), and Foreign NGO Management (2016), as well as the Ninth
Amendment to the PRC Criminal Law (2015), the Management Methods for Lawyers and Law Firms (both 2016),
and the pending draft Encryption Law and draft Standardization Law”); see also M. Haldane, What China's new data
laws are and their impact on Big Tech, S. CHINA MORNING POST (Sept. 1, 2021), https://bit.ly/3zM0jX3 (describing
later enacted Data Security Law and Personal Information Protection Law as being “built on the groundwork laid by
the Cybersecurity Law™); W. Zheng, Big data expert takes over as China’s new cybersecurity chief, S. CHINA
MORNING POST (Sept. 27, 2019), https://bit.ly/3t03fLR.

27 NATIONAL SECURITY LAW OF THE PEOPLE’S REPUBLIC OF CHINA, art. 11, STANFORD (20135),
https://stanford.io/3sScPjX (“NAT’L SEC. LAW™) (emphasis added).

2% NATIONAL INTELLIGENCE LAW OF THE PEOPLE’S REPUBLIC OF CHINA, arts. 7, 17, STANFORD (2017),
https://stanford.io/3sScPjX (“NAT’L INTEL. LAW™).

¥ NAT’L INTEL. LAW, art. 7.
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76. Article 14 provides that “[n]ational intelligence work institutions lawfully carrying
out intelligence efforts may request that relevant organs, organizations, and citizens provide
necessary support, assistance, and cooperation.”’

77.  Article 16 provides that these institutions “may enter relevant restricted areas and
venues: may learn from and question relevant institutions, organizations, and individuals; and may
read or collect relevant files, materials or items.™'

78. Article 17 provides that “[a]s necessary for their work, the staff of national
intelligence work institutions may, in accordance with relevant national provisions, have priority
use of, or lawfully requisition, state organs’, organizations’ or individuals’ transportation or
communications tools, premises and buildings . . . .

79.  Against this backdrop are numerous laws and regulations designed to form a
comprehensive cybersecurity regime. The “chief engineer at the [Ministry of Public Security’s]
Cybersecurity Bureau,” Guo Qiquan, described the scheme as intended to “cover every district,
every ministry, every business and other institution, basically covering the whole society. It will
also cover all targets that need [cybersecurity] protection, including all networks, information
systems, cloud platforms, the internet of things, control systems, big data and mobile internet.”
80.  In the words of one firm with experience working in China, under this plan:

No information contained on any server located within China will be exempted
from this full coverage program. No communication from or to China will be
exempted. There will be no secrets. No VPNs. No private or encrypted messages.

No anonymous online accounts. No trade secrets. No confidential data. Any and all
data will be available and open to the Chinese government.**

ONAT'L INTEL. LAW, art. 14,
SNAT'L INTEL. LAW, art. 16.

2 NAT'L INTEL. LAW, art. 17.

1 Zheng, supra note 23.

¥ The China Law Blog, supra note 4.



81. These laws and regulations include, but are not limited to, China’s Cybersecurity
Law and Data Security Law.

82.  “China’s Cybersecurity Law lays the foundation for a cybersecurity review of
network products and services, also known as the Cybersecurity Review Regime.”

83.  The Cybersecurity Law applies broadly to, among others, “network operators,”
which can encompass not only “telecommunications or internet service providers (ISPs)” but also
“anyone who uses [information communication and technology] systems.”*

84. Article 28 of China’s Cybersecurity Law requires these “network operators™ to
cooperate with national intelligence activities, as well as criminal investigations. Specifically,
Article 28 provides that, “Network operators shall provide technical support and assistance to
public security organs and national security organs that are safeguarding national security and
investigating criminal activities in accordance with the law.”’

85.  Article 49 further provides that “network operators shall cooperate with
cybersecurity and informatization departments and relevant departments in conducting
implementation of supervision and inspections in accordance with the law.”*®

86.  The Cybersecurity Law applies even more stringent requirements and oversight on
organizations deemed “critical information infrastructure operators.”

87.  For example, Article 35 provides that “[c]ritical information infrastructure

operators purchasing network products and services that might impact national security shall

'3 CSIS Briefs, How Chinese Cybersecurity Standards Impact Doing Business in China, CTR. FOR STRATEGIC
& INT'L STUD. (Aug. 2, 2018), https://bit.ly/3DupnTq.

36 [d

37 CYBERSECURITY LAW OF THE PEOPLE’S REPUBLIC OF CHINA, art. 28, Stanford (2017) (“CYBERSECURITY
LAW™), https://stanford.io/3T5wes8.

3 CYBERSECURITY LAW, art. 49,






